EXPOSING YOUR CHILD’S
EXACT LOCATION

The‘Snap Map' lets you share your EXACT location in
real-time through a map on the app. The user’s
location updates when the app has been opened on
the device. There is a warning on the Snapchat
website about uploading images and videos to ‘Our
Story. stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you choose!.” When uploading to
‘Our Story, your child’s image or video could appear
in “Search results and Stories on or off Snapchat -
today or in the future.”

LENS EXPLORER

The‘Lens Studio’ on Snapchat gives users the
freedom to use their imagination to design their own
filters for themselves and others to use. Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+.” The‘Lens Explorer’in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create a lens for Snapchat, which gives
opportunities for age-inappropriate content to
be uploaded.

THE RISKS OF SEXTING

It can be slightly awkward talking about this topic with your
child, but if it helps them protect themselves, it is worth it.
Talk to them about the consequences of sexting and make

sure that they're aware of the risks. Ensure your child knows
that‘Snaps’ can be screenshotted. Teach them that if they

post anything potentially embarrassing or harmful (either of
themselves or someone else) it can have severe
consequences as the message, image or video can be shared
further.

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. To report an
offensive lens, they should open the app and select the lens
they want to report. An info button will appear above the
lens. Click this, followed by the flag icon. This will send a
report to Snapchat for further investigation. Reports can also
be made on the Snapchat support website:
support.snapchat.com.
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Snapchat is a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app

Snapchat to “make you look pretty.”

SCREENSHOTS & SAVED
MESSAGES

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which

has been sent to them. Users may sometimes forget

that screenshotting is possible and send a
compromising image or message to somebody who
they think they trust. They may also accidentally
send an image or message to somebody who they
do not trust. Simply by pressing and holding a
message, the user is able to save a message they
have received, which can be screenshotted or used
against them at a later date.

SNAPSTREAKS & ADDICTION

‘Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes. Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an incredible amount of pressure on both
themselves and their friendships.

USE ‘GHOST MODE’

We highly recommend enabling ‘Ghost Mode’ on the app so

that your child’s location will no longer be visible to anyone

on the ‘Snap Map. To enable this, go onto the Snap Map and

tap the cog in the top-right corner. Here, change the setting
to ‘Ghost Mode!

HOW TO DELETE A MESSAGE

Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF ‘QUICK ADD’

‘Quick Add’ helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add’ feature. This can be done in
the settings.
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SEXTING

Due to ‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children
and young people to send sexually explicit
images or‘selfies. Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. It is illegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18. This also includes any
sexual images, photos and videos that a child
may have taken of themselves. However, if a
young person is found creating or sharing
images, the police can choose to record that a
crime has been committed, but taking formal
action isn’t in the public interest.

SNAP ORIGINALS

Through ‘Snap Originals) users can watch content
which has been created by Snapchat on the app,
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
available, inspired by the 'snap originals' shows. This
is another feature to encourage addiction.

RESTRICT STORY VIEWS

Your child can add videos and images to their ‘Story’
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’ section.
The options to choose from are ‘My Friends, ‘Everyone’ or
‘Custom’ - we suggest that it is set to ‘My Friends.
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é WhatsApp is one of the most popular messaging apps in
ot

’ the world, with more than 1.5 billion people in more than
e 180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipient in

one-to-one chats, or all members if it is a group chat. Not

ﬁ <) even WhatsApp can read them.
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AGE LIMIT CHANGE FAKE NEWS AND HOAXES e TING W STHANGE S &
Since May 2018, the minimum age for using WhatsApp is 16 WhatsApp has been linked to enabling the spread of number of the contact you wa;a‘t’to speak to and they also need
years old if you live in the European Union, including the UK. dangerous viral rumours. In India, for example, a number of to have the app downloaded. WhatsApp can find contacts by
Prior to this, the minimum age was 13, which still applies for attacks appear to have been sparked by false rumours shared accessing the address book of a device and recognising which
e e e kL L Sihas cotacts re o Whatchpp 1 yourcd s hared
already hold accounts under the old terms and conditions, ’ THE ‘ONLY ADMIN’ FEATURE ST m::e i:rt::etsi:\':‘:uch vi’; w:yﬂs::; S IRy
such as closing their account or seeking parental permissi AND CYBERBULLYING LIVE LOCATION SHARING |
SCAM MESSAGES Cyberbullying is the act of sending threatening or taunting WhatsApp's ‘Live Location’ feature enables users to share their
text messages, voice messages, pictures and videos, with the St 5 5 : k
Occasionally on WhatsApp, people receive spam messages 21650 Bilirt ad Rilmillate tha recaive TRa o chatand current location in real time to their contacts in a chat, allowing
from unauthorised third parties or from fraudsters group video call features are great for multiple people to chat B R S e
pretending to offer prizes to‘lucky people;/ encouraging simultaneously, but there is the potential for people to hurt found by pressing the attach’button, is described by WhatsApp
recipients to click on a link to win a prize. A common scam others with their comments or jokes. The ‘only admin’ feature asa“simple and secure way to let people know where you are:
involves ges warning recipi that their WhatsApp gives the admin of a group chat greater control over who can Lacasion sharing s siysady & comeon feature on other social
subscription has run out with the hope that people are send messages. Whilst this can be good for one-way apps, including Snapchat’s Snap Map and Facebook Messenger
duped into providing their pay details. Other scam announcements, the group admin has the power to block and can be a useful way for a.chl.ld.(o letloved ones.know they
messages include instructions to forward the gein body from r dic Ao e cRansiv S are safe. However, if your Fhlld isin a group shat wngh people
Hl 4t - ’ they do not know, they will be exposing their location.

@etum for a reward or gift from WhatsApp or another person. v \which could result in a child being upset and unable to reply. a
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CREATE A SAFE PROFILE REPORT SCAM MESSAGES

Even though somebody would need your child’s phone number Advise your child not to tap, share or forward any message that DE LETE ACCIDENTAL
looks suspicious or sounds too good to be true. When your MESSAG ES

to add them as a contact, as an extra security measure we y 5
suggest altering their profile settings to control who can see ‘h'!d bbbl i froman 'unknown number for the first If your child has sent a message to the wrong chat
their profile photo and status. The options to choose from are Ul .they w.'" be given the option to report the number as or if a message they sent has contained a mistake,
‘Everyone,’My Contacts’ and ‘Nobody. We suggest selecting ‘My spam directly ms'de.'he chat. They. can also report a contact or they can delete it. To do this, simply tap and hold on
Contacts’ or ‘Nobody’ to ensure their profile is protected. agroup as spam using the following steps: 1) Opef\ the chat. the message, choose ‘Delete’ and then ‘Delete for <
2)Tap on the contact or group name to open their profile everyone! The app allows seven minutes to delete the

EXPLAI N HOW To BLOCK PEOPLE information. 3) Scroll to the bottom and tap ‘Report Spam. message after it has been sent, but it is important to

remember that recipients may have seen and screenshot a

If your child has received spam or offensive LEAVE A GROUP message before it was deleted.
messages, calls or attachments from a contact, If your child is part of a group chat that makes them feel
they should block them. Messages and status | uncomfortable or has been added to a group they don’t want to
updates sent by a blocked contact will not be part of, use the group’s settings to show them how to leave.
show up on the phone and will stay If someone exits a group, the admin can add them back in once, SET TIME LIMITS .
undelivered. Blocking someone will not If they leave again, they cannot be added again. A 2017 study found that by the age of 14 the average child
remove this contact from the contact list - will have sent more than 35,000 texts, 30,000 WhatsApp
they will need to be removed from the phone’s messages and racked up more than three solid weeks of
address book. To block a contact, your child i yHrSdI\mieI;!xsshgfiérjcgiu'fseﬁulr:ft!—xare video chat. Although it is inevitable th.at your ghild will use
needs to open the person's chat stream and with you or a friend, advise them to only share it for the amount technology: you can’stil set boundaries, This is not sasy,
Y < Y especially since teens use their devices for both

tap on the settings. of time they need to. WhatsApp gives the options of either 15 o T i e i
minutes, one hour or eight hours. However, your child can > L
choose to stop sharing at any time.
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Instagram is an image and video sharing app that
allows users to share moments with the world. The
app has a live streaming feature and additional
add-ons, such as ‘Boomerang; ‘Hyperlapse’ and
‘Layout;, which can be used to enhance their
feed. Users can choose to add filters and make
adjustments to their photos, such as brightness/
contrast. To make their content more‘searchable)
users can include hashtags in their uploads to
make them easier to find.
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LIVE STREAMING TO STRANGERS

The live stream feature on Instagram allows users to
connect with their friends and followers in real-time.
Followers can comment on the video during the broadcast
(which can be turned off in the settings). If your child has
a private account, only their approved followers can see
their story. It is important to note that they still may have
followers that they do not know, which means they could

PHOTO / VIDEO SHARING

Posting photos and videos is Instagram’s biggest selling
point, so with sharing images comes risks. A photo which
includes landmarks in the area, their school uniform,
street name, house and even tagging in the location of
the photo uploaded to Instagram can expose the child’s
location making it easy to locate them. If their account is
not set to private, anyone can access their account and see

***NEW FO 2018***

IN-APP PAYMENTS

Instagram is rolling out in-app payments
for products and services directly through

be live streaming to strangers. A public account allows the app. It will operate under the same rules theirimages.
anybody to view their story. We suggest that your child as Facebook Payments, which state if you
goes through their followers list and blocks people they are under the age of 18, you can only use HIJACKED HASHTAGS

do not know. An additional risk with live streams is that

your child may do something that they regret. This could

be captured by a viewer taking a screenshot and further
shared around the internet.

¥

Like Twitter, hashtags are also an extremely prominent
tool in Instagram and with that, comes potential risks
for your child.One person may use a seemingly innocent
hashtag with one thing in mind and before you know it,
hundreds of people could be using the same hashtag for

Facebook Payments with the involvement of
a parent or guardian.

DAMAGE TO CONFIDENCE, BODY
IMAGE & MENTAL HEALTH

When influencers, celebrities or peers use filters on their
photos or videos on Instagram, it can set unrealistic
expectations of their own appearance and create feelings
of inad y and low self: Children may try
to strive for a comparable number of likes on their own
photo to an image or video that has been edited heavily.

something inappropriate or dangerous that your child
certainly shouldn’t be exposed to.

LOCATION TAGGING

Public locations can be added to a users photos/videos |

and also to their stories. While this may seem like a good
idea at the time, it can expose your childs location; this is
particularly more of a risk if it is on their story, as it is in
realtime.

Top "Tipfgr

***NEW FOR MAY 2018***

FILTER INAPROPRIATE
COMMENTS

Instagram announced on 1st May
that they now have an ‘anti-bullying’
filter on the app. The new filter hides
comments containing attacks on a
person’s appedrance or character,
as well as threats to a person’s well-
being or health. The filter will also alert
Instagram to repeated problems so
they can take action on the user if
necessary. This is an automatic filter,
but it can be turned off. Make sure this child uploads to Instagram is visible
is turned on in the apps settings. to anyone. A private account means
— that you have to approve a request
if somebody wants to follow you and
only people you approve will see

your posts and videos. ( )

www.nationalonlinesafety.com
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& .-+ REMOVE PAYMENT
S5t METHODS
If you are happy for your child to
have a card associated with their
Instagram account, we suggest
adding a PIN which needs to
be entered before making a
payment; this will also help prevent
unauthorized purchases. This can be
added in the payment settings tab.

[arens

TURN OFF SHARING

Even though this feature will not stop
people from taking screenshots, it
will stop others being able to directly
share photos and videos from a

story as a message to another user.

This feature can be turned off in the
settings. We also recommend turning ¢

off the feature which automatically
shares photos and videos from a story

to a Facebook account.

13
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RESTRICT MESSAGES

If your child’s account is not private,
anybody can message them and
reply to their stories. If they do wish
to keep their account public, we
strongly recommend changing the
message reply settings to restrict who
can message them.

USE A PRIVATE ACCOUNT

By default, any image or video your

© National Online Safety Ltd

This is not a definitive guide. Please always check with the app's support information to see if

your security and privacy concerns are addressed




YouTube is a video sharing site/application that enables you to 4 ) %ESTR/C
upload, view, rate, share and comment on a wide variety of o« (’Qo )/o
videos. Consisting of a huge resource of information, advice l‘ < A

and entertainment, YouTube now has 1.9 billion logged-in
monthly users who watch a billion hours of video daily. Most

SPENDING A PREMIUM

YouTube Premium (formerly YouTube Red) is a

new paid streaming subscription service in the

UK, offering a three-month free trial to tempt

viewers into a £12-per-month plan. This includes the ability to
download videos, stream videos with the app in the
background, gives exclusive access to original content and a
separate music streaming service and gaming app.

DANGEROUS ‘CHALLENGE’
& VIRAL VIDEOS

On YouTube, ‘challenge videos’ are shared quickly and can be
very dangerous. One person may post a video of themselves
doing something unusual like eating a hot chilli or jumping in
ariver and before you know it, the video goes viral and
everyone wants to join in and share their videos. The speed in
which challenge videos spread across the Internet makes it
difficult to keep up with the latest ones.

National
Online
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TURN ON ‘RESTRICTED’ MODE

‘Restricted Mode' is an optional setting you can use to help
screen out potentially mature content you may prefer your
child not to see. Restricted Mode works on the browser or
device level, so must be turned on for each browser or
device your child uses. To do this, follow these steps:

Desktop: Mobile:

+ Go to the bottom of any « Tap the three vertical
YouTube page and switch dots at the top-right on
‘Restricted Mode' to ‘ON! the screen and press,

«» To make it more difficult ‘Settings.
for this to be turned off, « Click on ‘Restricted
you will be given the mode filtering.
option to lock restricted «+ Press ‘Restrict.
mode onto your browser.

Please note that you can’t ‘lock’ restricted mode on a
phone in the same way that you can on a desktop. You will
need to turn this on each time your child uses it.

CREATE A FAMILY GOOGLE ACCOUNT

By having a shared family Google account, checking the
history will enable you to see exactly what your child is
watching and sharing on YouTube. To see the history on a
computer, on the right hand menu under the library
section, click ‘History. On mobiles, the viewing history can

be found by clicking on the‘Library’ tab.

YOUTUBEKIDS - PARENT APPROVED CONTENT

On the YouTube Kids platform, parents can now handpick
videos and channels for their children to view, giving parents
and guardians full control over what their children view on the
agp. SimPIy enable the feature within the account settings
and select “approved content only”. It's important to note that
this feature is only currently available on Android devices.
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of the content on Google-owned YouTube is uploaded by

individuals, but organisations and media companies also offer

some of their content via this platform.
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SHARING VIDEOS

As well as watching videos, many children are keen to share their
own videos online, emulating their YouTube heroes, such as
Stampy or DanTDM. However, if they post something on YouTube,
they may later regret it or feel embarrassed about what they have
shared. There is also arisk that they will receive hurtful or
negative comments regarding not only their content, but also

Trag, ks »
Smithy
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AGE-INAPPROPRIATE VIDEOS

As YouTube is the biggest video sharing website in the
world, there is content available for all ages, meaning that
some content will not be appropriate for your child. If you

think that content is itable, there is a flagging feature
to submit it for review by YouTube staff, but you will need to
be aware that just because video is not appropriate for a

their appearance. YouTube's c section is inf: for
being one of the most opinionated on the Internet.

IN-APP MESSAGING

When your child is logged into their Google account and browsing
the YouTube website, they can share and talk about videos with
their friends using the chat bubble. This can be found at the top

right of the desktop site or through in-app messaging on their
mobile or tablet. When they tap on the ‘Friends’icon, they have a
list of suggested people from their contacts - which can be any
contact they’ve had on Google or somebody who has sent them
an invite link.

lop Tipfg

BLOCKING ACCOUNTS a

When using YouTube, there may be instances where your child
receives negative comments. If somebody’s giving your child a
difficult time, here’s how to block them and prevent future
comments and replies:

« Go to their channel/account by clicking on their name.

» Click on‘About/

« Tap the dropdown box with an image of a flag on it. f
« Press‘Block user’

« Tap ‘Submit/’

MONITOR WHAT YOUR CHILD IS
WATCHING/POSTING

The only way to truly know what your child may have been
watching is to regularly monitor them. You can do this by
checking their viewing history. YouTube videos can also be
easily downloaded, so it is important that your child
understands the associated dangers of content they are
uploading and that it could harm their online reputation in
the future. Show them how to set their videos to private or
choose a small network of YouTubers to share with. To get
started, your child can use YouTube Studio which offers
Iearnina modules on creating a YouTube channel, however,
you should encourage them not to use their real name.

DIGITAL WELLBEING

YouTube has launched a tool called ‘Time Watched’ that allows
you to see how long has been spent on the platform. Once you
have discovered how much time has been spent on the app,
there is the option to set a time limit. Once the limit is reached,
areminder will pop up on the screen. You can also disable
sounds and vibrations to help resist the urge to check for
notifications.

y g dience, it may not violate YouTube’s policies.
YouTube has mechanisms in place to automatically remove
explicit and harmful content, yet offensive ¢ t may still

slip through.

[arens

OPT FOR A FAMILY PREMIUM PLAN

A YouTube family Premium plan may be a cost-effective
option if you have more than one child. For £17.99 a month,
it allows you to share a YouTube paid membership with up to
five other family members - aged 13 and older - living in the
same household. As the account holder, or family
you must create a Google family account.

MANAGING IN-APP MESSAGES

If your child is accessing YouTube via your account, bear in
mind that they may be contacted by Google contacts who
are complete strangers to them. You can remove someone
from the suggested contacts list by pressing and holding the
person’s name and tapping on the red ‘x’

YOUTUBE GAMING
YouTube has created its own destination for gamers, which
highlights the top gaming videos from the user’s subscri
tions, including live streams.There are hundreds of YouTube
accounts which show other people playing and commenting
on games. These are called ‘Let’s Play’ videos. While YouTube
can be a great resource for hints, tips and news for games, it
isa good idea for parents to keep a close eye on what
YouTuber’s are posting. Often, the games they are playing
will contain strong language and violence. A few examples of
popular YouTube gamers for you to have a look at are:
« Stampy + PopularMMOs
« Yogscast Lewis & Simon  + Captainsparklez
« PewDiePie « Jacksepticeye
« EthanGamer « LtCorbis
« Markiplier + DanTDM
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SOURCES: : https://www.thesun.co.uk/tech/670251 7/youtube-porn~videos-roblox»sex—%ames~wat(h~online/, https://www.youtube.com/watch?v=x-frgntP96M, https://www.youtube.com/watch?v=L2xuy7hc-hc

http://www.dailymail.co.uk/news/article-5126833/Terrifying-truth-child-watches-YouTu
https://tocaboca.com/magazine/common-sense-media-youtube/, http://familytech.com/so-your-kid-wants-to-start-their-own-youtu

e.html, https://www.todaysparent,com/familg/crazy—youtube»chalIenges-klds-are-dom /7, https://www.youtube.com/watch?v=4yek0Jb0sBg
e-channel/, https://www.laptopmag.com/articles/block-someone-youtube

https://www.youtube.com/intl/en-GB/yt/about/brand-resources/#logos-icons-colors, https://www.commonsensemedia.org/blog/popular-youtube-gamers-kids-cant-get-enough-ofStamp
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This is not a definitive guide. Please always check with the app's support information to see if
your security and privacy concerns are addressed.
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What

BEING INFLUENCED
More than one third of children aged 6-17 consider ‘social
media stars’ to be among their top role models. There are
millions of treators on TikTok, showcasing their ‘talents,
and k , from singing to dancing to stunts
and comedy skits, which receive thousands of likes and
omments from around the world, quickly turning people into
‘stars’ There is the danger that children may develop
unrealistic expectations of how they should look and behave
on the app in order to become the next‘star’. They may have

TikTok is a global video community where users create,
share and discover ‘funny and memorable moments’ via
short video clips - typically about 15 seconds long. Videos
can be ‘spiced up’ with special effect filters, stickers, music
and sound clips. Currently one of the world’s most popular
apps, TikTok was formerly known as Musical.ly, before it
was rebranded by the Chinese company that acquired it in
November 2017. If your child had previously had a
Musical.ly account, all of their videos and personal
settings will have automatically been moved to TikTok.

arenfs need to know abouf

TikTok

B

CONCERNING CONTE
Some of the outfits and dance moves in videos can be overtly
sexual and provocative. There have also been reports of some
users sharing concerning content, such as videos that promote
anorexia, porn, self-harm and violence.

DANGEROUS TRENDS &
CHALLENGES

On TikTok, there are always ‘trending chall ‘and
hashtags that users can copy or build upon, and sometimes,

ings of inadequacy and low self-esteem or b
by certain opinions.

INAPPROPRIATE SONG LYRICS

kTok lets users lip-sync to their favourite songs and produce
their own music videos. Some of the music choices contain
swear words or sexual themes. So not only can children be
exposed to potentially inappropriate content but they can
broadcast themselves miming or singing these lyrics.

National
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these challenges can pose risks to young people.

STRANGERS CAN FOLLOW
YOUR CHILDREN

If your child’s profile is open, strangers can use the app to
comment on your child’s videos. While this isn’t always
sinister, it gives potential predators the ability to conta;
your child through the platform.

———————
IN-APP PURCHASES

Of course, as with many apps, there’s a paid element to
TikTok. Users can buy virtual coins to be exchanged for
virtual gifts - for example, if they Iike a speclﬁc video, your

child can use coins to purch is to show pp
These can be expensi eand easily purch ~thereis the
option to buy 10,000 coins for £97.99 with a one-click buy
button.

ANYONE CAN SEE YOUR
CHILD’S CREATIONS

TikTok encourages users to‘share their passion and creative
h their videos’ and while hing may
seem fun at the tlme, videos can get in the wrong hands and
cause embarrassment in the future. If posted publicly,
anyone in the world can see your child’s homemade music
video and potentially cause bullying within personal
friendship groups or even online.

TALK ABOUT THE PITFALLS OF
OVERSHARING

Encourage your kids to always think before they do, say, like
or post anything online, explaining that their ‘digital
footprint’ can shape their online reputation and the way
that other people see them. S hing they may find funny
and entertaining now may impact them in the future. Talk
about how to deal with peer pressure and how doing
something they think will impress others could affect them.

HANDLING CRITICISM

While it’s fantastic to see your child being creative and
expressive and bonding with people with similar interests,
they need to be aware that not everyone will be supportive
online. C ts can be neg or even cruel. Make sure

they know how to comment respectfully and handle
negative feedback. In the app’s Privacy and Safety settings,
your child can decide who can react to their videos, who can
comment, and who can send them private chat messages.
We suggest using these settings so only their friends can
interact with their posts.

SIGNING UP WITH T‘HE
CORRECT AGE

When signing up to TikTok, you are prompted to input your
birth date. If your child inputs their age as ‘under 13 the app
will not allow them to sign up and will be locked for 24 hours.

The app is intended for users aged 13+, so explain that the
rating is there for a reason; to keep them protected from
online dangers. It is actually possible to watch TikTok videos
without even creating an account, so it's important to check if
your underage child has downloaded the app to their devices.

USE THE ‘DIGITAL
WELLBEING' SETTING

If you're concerned about the amount of time your child is
spending on TikTok, in the app’s setting, you can switch
on a feature called Digital Wellbeing. This includes ‘Screen
M t’ to limit the of time your child spends
on the app.

SET THE ACCOUNT TO PRIVATE

This means that only people who you and your child approve

of can see their creations. To make an account private, tap the
three dots at the top right of the screen to access settings.

Click ‘Privacy and Safety’. Scroll down until you find ‘Private

Account’ and turn this setting on.
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This is not a definitive guide. Please always check with the app's support information to see if

your security and privacy concerns are addressed.
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REPORT INAPPROPRIATE CONTENT

If you or your child see something on TikTok that appears to be
inappropriate, they can report content in different ways within
the app. They can report an account, video, comment or chat

conversation by simply tapping ‘Report’ In the app’s ‘Digital |
Wellbeing’ feature, there is also an ‘Enhanced Restricted Mode;
which limits the appearance of videos that may not be
appropriate for all audiences.

AVOID IDENTIFIABLE OBJECTS

To ensure that there’s no way of anyone tracking your child’s
location or identity, make it clear to them that they should
never film a video in their school uniform or near a landmark
that gives away where they live.

DISCUSS IN-APP PURCHASES

To lower the risk of your child making accidental in-app
purchases, teach them exactly what in-app purchases are and
the risks of making them without permission. Tell them that
they are not essential to enjoy the app and that if they wantto |
make a purchase, they should always ask you beforehand.In |
the app’s ‘Digital Wellbeing’ feature, there is the option to
disable the function of purchasing coins and sending gifts.
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What parenfs need fo know abouf

n TheApp Stor

‘Apps’ are designed to run on certain devices and are written for a
specific operating system, such as Apple iOS, Windows, or Android.
The official store for the Apple iOS operating system is known as the
‘App Store’and it's where you can browse and download more than
2 million apps and games to use on the iPad, iPhone, iPod Touch and
other Apple devices. When your children are using the app store,
you need to be aware of therrisks...

( ISYOUR CHILD 13+? R

To download and buy apps from the App Store, your child
will need an Apple ID. If they have used other Apple services,
such asiCloud, they can sign into the App Store with the
same Apple ID. If they are aged 13 and under, they cannot
sign up for an Apple ID on their own, but an adult can create
an Apple ID for a child.

IN-APP PURCHASES
Apps are either free, paid-for or free with in-app purchases.
In-app purchases are optional transactions that can unlock
extra functionality, virtual goods or unique content. Unless
you change the settings, once your child has entered a
password to make an in-app purchase, they can make
additional purchases for 15 minutes without re-entering a
password. This makes it extremely easy for children to
accidentally run up huge bills.

LOOKALIKE APPS

Some developers release apps that
copy the functionality, user interface
and even product names and
branding of popular apps, in an
attempt to trick unsuspecting users to
install them. By downloading an app
from an unknown developer, your
child could find their device
compromised. Experts warn that
through app permissions, hackers can
potentially take photos using the
camera and access media remotely,
track your child’s location, record any
passwords they enter for other
accounts, and send text messages
from phones.

World of Cubes
Survival Craft

a Y

INAPPROPRIATE APPS
Some apps and games have content that is unsuitable for
younger children - even the most popular orinnocuous
looking apps may feature adult-themed content, violence or
cruelty to other people or animals, unmoderated chat,
pornographic or sexual content.

THIRD-PARTY APP STORES
Because the official Apple App Store has a very stringent
policy about what apps it approves, children may look
elsewhere for apps and games they’ve heard about from
friends. As well as the Apple App Store for iOS, there are
hundreds of other third-party app stores, but the danger is
they may not apply the same level of scrutiny toward the
apps they allow to be listed. There’s a higher chance of apps
that infect devices with malicious codes or put user privacy at

risk by extracting sensitive information.
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gﬁgﬁlftlggge%tﬂ &Rilc? uﬁdgsgglgd-!l- You can restrict your child’s ability to make in-app purchases. SAFETO INSTALL

them to your family group to keep an eye on their activity.
Go to Settings > [your name] > Family Sharing > Add Family
Member > Create a Child Account > Next. Enter your child's
birthday and tap Next. Review the Parent Privacy Disclosure
and tap Agree. With Family Sharing, you can add up to six
family members to share App Store purchases, as well as
iTunes and Apple Books.

SWITCH ON‘ASKTO BUY’

If you have a child that is over 13 years of age and has their
own Apple account, make sure that you only allow them to
make purchases with gift cards. You can also activate the
‘Ask to Buy'feature if you are using Family Sharing, so that
whenever a family member who isn'tan adult initiates a
new purchase, a request goes to the account organiser. You
can also limit what content your child can access on the
devices they use.

\
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On aniOS device, open Settings, tap General and then
Restrictions. Tap‘Enable Restrictions. You can put a limitation
that requires a password every time there is a purchase made
in the App Store or iTunes Store.

BROWSE APPS BY AGE
To find apps and games that are right for your children,
check the age ratings. On an iPhone or iPod Touch, this can
be found in the information section on an app’s product
page, and on an iPad or desktop, the age range is near the
Buy button. On the Kids page, you can find apps for age
ranges, including 5 and under, 6 to 8,and 9to 11.

AVOID OTHER APP STORES
Puta rule in place that your child can only use the official App
Store to download apps and games. Explain why it is wise to
only install applications from a trusted source to ensure their
device is not affected by security issues or virus attacks.

Advise your child that just because they’re downloading an
app from an official store, it doesn’t make it safe. Fake or
copycat apps will often include misspelt words and poor

grammar, so always read the app description, and double
check the developer name and title for warning signs. Be wary
of apps that come with a long list of permission requests.
Check the app's reviews and ratings — one star, one-line reviews
complaining that an app didn’t work on a certain device, or
that there was a billing issue, is not a good indication.

SPOT FAKE REVIEWS

When checking the customer reviews within the app store,
make sure they aren’t vague and generi, or overly effusive, as
some developers will try to manipulate their apps’ positions by
posting fake ratings and reviews. Check the number of
downloads the app claims to have - the higher the number, the
more likely it is to be safe. Your child can also checkon a
company’s website to see if the app is available on there.
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A whole school community approach to online safety
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Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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